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1ISO291004& # 5 /) C'
m Prepared by ISO/IEC JTC1/SC27

M Title - Information technology — Security techniques —
Privacy framework

M First edition published on the 2011-12-15

B Purpose of this International Standard — Provides a high-
level framework for the protection of personally identifiable
information (PIl) within information and communication
technology (ICT) systems. It is general in nature and places
organizational, technical, and procedural aspects in an
overall privacy framework.
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ISO/IEC 29100 — B 4%(Contents) c |

A = (Foreword)

5 /-(Introduction)

1.%5 B (Scope)

2. & ## £ (Terms and definitions)

3.5 30 48 & 3#¥(Symbols and abbreviated terms)

4.78 0 22 H09 B5 A U % (Basic elements of the privacy
framework)

5.1ISO 291002 #2 & B (The privacy principles of ISO/IEC
29100)

Annex A (informative) Correspondence between
ISO/IEC 29100 concepts and ISO/IEC 27000

concepts
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ISO/IEC 29100 - Clause 2 J 3542 % (Terms c |
and definitions)

e 2.1 anonymity

- characteristic of information that does not permit a
personally identifiable information principal to be
identified directly or indirectly

e 2.2 anonymization

- process by which personally identifiable information
(PII) is irreversibly altered in such a way that a Pl
principal can no longer be identified directly or in
directly, either by the PII controller alone or in
collaboration with any other party
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ISO/IEC 29100 - Clause 2 J 3542 % (Terms c |
and definitions)

e 2.3 anonymized data

- data that has been produced as the output of a
personally identifiable information
anonymization process

e 2.24 pseudonymization

- process applied to personally identifiable
information (PIl) which replaces identifying
information with an alias
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ISO/IEC 29100 - Clause 2 J 3542 % (Terms c |
and definitions)

e 2.8 opt-in
- process or type of policy whereby the personally
identifiable information (PII) principal is required to take
an action to express explicit, prior consent for their PlI
to be processed for a particular purpose

* 2.9 personally identifiable information (PII)

- any information that (a) can be used to identify the PlI
principal to whom such information relates, or (b) is or
might be directly or indirectly linked to a PII principal
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ISO/IEC 29100 - Clause 2 J 3542 % (Terms c |
and definitions)

e 2.10 PII controller

- privacy stakeholder (or privacy stakeholders) that
determines the purposes and means for processing
personally identifiable information (PII) other than
natural persons who use data for personal purposes

e 2.11 Pl principal

- natural person to whom the personally identifiable
information (PIl) relates
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ISO/IEC 29100 - Clause 2 J 3542 % (Terms c |
and definitions)

e 2.12 PIl processor

- privacy stakeholder that processes personally
identifiable information (PIl) on behalf of and in
accordance with the instructions of a Pll controller

e 2.15 privacy enhancing technology (PET)

- privacy control, consisting of information and
communication technology (ICT) measures, products, or
services that protect privacy by eliminating or reducing
personally identifiable information (PII) or by preventing
unnecessary and/or undesired processing of PII, all
without losing the functionality of the ICT system

© TCIC Global Certification LTD. * Class: Controlled, {£4% # # K2 W 3RE A Slide 11



ISO/IEC 29100 - Clause 3 # 35404z & 3 c |
(Symbols and abbreviated terms)

* ICT Information and Communication Technology
* PET Privacy Enhancing Technology
* Pl Personally Identifiable Information
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ISO/IEC 29100 - Clause 4 [Ean =ik £ & BEC |

7L % (Basic elements of the privacy framework)

Table 1 — Possible flows of Pll among the PIll principal, Pll controller, Pll processor and a third
party and their roles

Pll principal Pll controller Pll processor Third party
Scenario a) PIl provider PIl recipient — -
Scenario b) — PIl provider Pll recipient -
Scenario c) Pll provider — Pll recipient —
Scenario d) Pl recipient Pll provider — —
Scenario e) Pll recipient — Pll provider —
Scenario f) — PIl recipient Pll provider —
Scenario g) — PIl provider — Pl recipient
Scenario h) — — Pll provider Pl recipient
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ISO/IEC 29100 - Clause 4 & #

7L % (Basic elements of the privacy framework)

© TCIC Global C

Table 2 — Example of attributes that can be used to identify natural persons

**%éﬁ A i\

Examples

Age or special needs of vulnerable natural persons
Allegations of criminal conduct

Any information collected during health services
Bank account or credil card number

Biometric identifier

Credit card statements

Criminal conviclions or commitied offences
Criminal investigation reports

Customer number

Date of birth

Diagnostic health information

Disabilities

Doctor bills

Employeeas’ salaries and human resources files
Financial profile

Gender

EPS position

GPS trajectories

Home address

IP address

Location derived from telecommunications systems
Medical history

Name

Mational identifiers (e.g., passport number)
Personal e-mail address

Personal identification numbers (PIN) or passwords
Personal interests derived from tracking use of internet web sites
Personal ar behavioural profile

FPersonal telephone number

Photograph or video identifiable to a natural person
Product and service preferences

Racial or ethnic origin

Religious or philosophical beliefs

Sexual orientation

Trade-union membership

Utility bills

CI
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ISO/IEC 29100 - Clause 4 [& #2248 89 A A

7L % (Basic elements of the privacy framework)

CI

Legal and .
regulatory factors Contractual factors Business factors Other factors
S
International, = Agreements between Specific » Privacy preferences -ncr}'
national and local and among several characteristics of an of Pl principal 3]
laws different actors envisaged =
application or its u;
context of use 3
m
2 Regulations » Company policies Industry guidelines, » Internal control 2
_g and binding codes of conduct, systems 2
) i .. corporate rules best practices or o
& Judicial decisions standards %
Agreements with » Technical standards =
work councils or
other labour
organizations
Figure 1 — Factors influencing privacy risk management
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ISO/IEC 29100 - Clause 5 1SO 291005 4 & c |
A](The privacy principles of ISO/IEC 29100)

Table 3 — The privacy principles of ISO/IEC 29100

ks

Consent and choice

Purpose legitimacy and specification
Collection limitation

Data minimization

Use, retention and disclosure limitation
Accuracy and quality

Openness, transparency and notice

Individual participation and access

W e NG B RWwN

Accountability

ah
=

. Information security

11. Privacy compliance
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ISO/IEC 29100 - Annex A (informative)
Correspondence between ISO/IEC 29100 concepts

and ISO/IEC 27000 concepts

G-

Table A.1 — Matching ISO/IEC 29100 concepts to ISO/IEC 27000 concepts

ISO/IEC 29100 concepts

Correspondence with ISO/IEC 27000 concepts

Privacy stakeholder

Stakeholder

Pl

Information asset

Privacy breach

Information security incident

Privacy control

Control

Privacy risk

Risk

Privacy risk management

Risk management

Privacy safeguarding requirements

Control objectives

1ISO29100 is the right international model to integrate Risk
Management + PIA together with ISO27001.
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ISO 31000 Risk management -- NC |
Principles and guidelines

a) Creates value

Mandate
b) Integral part of and
organizational processes commitment (4.2) —=rer ‘:h —
> stablishing the contex
c) Part of decision making T (5.3)
w
d) Explicitly addresses i
uncertainty Design of o) Risk assessment|{5.4)
» framework o
e) Systematic, structured for managing risk ‘E’ L S
and timely (4.3) 2 le :{ Risk identification (5.4.2) rl* NE
E T
f) Based on the best - IE
available information E g
! Continual Implementing : -;
g) Tailored improvement risk - 3 g
of the — 2
management S lel+| Riskanalysis (54.3) e 2
h) Takes human and framework (4.4) £ L st & ‘§
cultural factors into {4.6) 3 =
account E 5
= =
i) Transparent and inclusive E
- L& ]
i) Dynamie, iterative and > Monitoring '-'-J-| Risk evaluation (5.4.4) Il: >
responsive to change and review
of the
k) Facilitates continual franle;vork
improvement and (4.5)
enhancement of the
organization ¢—>| Risk treatment (5.5) |1—T
-
Principles for managing Framework for managing
risk risk
(Clause 3) (Clause 4)

Process for managing risk
(Clause 5)

ISO31000 : Relationships between the risk management principles, framework and process
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RISK EVALUATION

ISO/IEC
27005 -
Clause 6 CONTEXT ESTABLISHMENT
iR
frpiEidfE g
A e = RISK IDENTIFICATION 5
" z S
(Overview [ 7
[
Q =
of the ISRM < RISK ANALYSIS 7
Process) = z
: 2
2 =
= =
=
i
o
]

RISK TREATMENT
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ISO/IEC 27005 &1 % 32 i@ 42 c 1c
> 2 %% 3 (Context Establishment)-/ |
) )
e o
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i§ R,
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ISO/IEC 27005 - ft4xB(Annex B)
EW- R VAR Y R R C I

|dentification and valuation of assets and impact assessment
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ISO/IEC 27005 - r44%£B(Annex B
G A 65 SL3T4E R AT R 4R ( ) C '

|dentification and valuation of assets and impact assessment
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ISO/IEC 27005 - #t4xD(Annex D) c ,
859 ko Bt 55 M 34 0 o

Vulnerabilities and methods for vulnerability assessment

D.2 %45 Mt 55 ey 348 7 7k

Methods for assessment of technical vulnerabilities

Class: Controlled, 1% #t 34 K2 P 35E A Slide 24
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ISO/IEC 27001:20132 £ i/~ M!S
B Prepared by ISO/IEC JTC1/SC27

M Title - Information technology — Security techniques —
Information security management systems -
Requirements

M First edition published on the 2005-06-15
B Second edition published on the 2013-10-01

B Purpose of this International Standard — to provide
requirements for establishing, implementing, maintaining
and continuously improving an Information Security
Management System (ISMS).
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ISO/I EC 27001 :201 3 INTERNATIONAL ISO/IEC

&5 N STANDARD 27001
7}71?:% )|

Second editian
Z013=10-01

Information technology — Security
techniques — Information security
management systems — Requirements

Technologies de linformotion — Technigues de sécurlif — Systémer
e memmgement de {r sfrurité de Fimformotion =— Exgences

ISO/IEC 27001:2013

Information technology - Security techniques --
Information security management systems --
Requirements

Zaner3| information Ravizions Comganaa F Amandments

Edition: 2 {Monalingual) IC5: 35.040

Status: o FPublished Stage: 5060 (2013-08-25)
TCISC: ISQVIEC JTC 175C 27 Mumber of Pages: 23

Referencs pumber
S0 /IR0 27 2013 [E)

B S0AEC 2013
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ISO/IEC 27001:20132 £ i/~ M!S

This International Standard applies the high-level structure,
identical sub-clause titles, identical text, common terms,
and core definitions (Appendix 2) defined in Annex SL of
ISO/IEC Directives, Part 1, and therefore maintains

compatibility with other management system standards that
have adopted the Annex SL.

Annex SL (normative)
Proposals for management system standards

Appendix 1 (normative) Justification criteria questions
Appendix 2 (normative) High level structure, identical core text, common
terms and core definitions

Appendix 3 (informative) Guidance on high level structure, identical core text,
common terms and core definitions
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ISO/IEC 27001:20132 £ i/~ M!S

SL.5.1

See Appendix 2 Clause 3.04

management system

set of interrelated or interacting elements of an organization (3.01) to establish

policies (3.07) and objectives (3.08) and processes (3.12) to achieve those
objectives

SL.5.2

MSS - Management System Standard

Standard that provides requirements or guidelines for organizations to develop
and systematically manage their policies, processes and procedures in order
to achieve specific objectives.

NOTE 1
An effective management system is usually based on managing the

organization’s processes using a “Plan-Do-Check-Act” approach in order to
achieve the intended outcomes
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ISO/IEC 27001:20132 £ i/~ M!S

Appendix 2 (normative) High level structure, identical core text,
common terms and core definitions

0. Introduction

1. Scope
2. Normative references
3. Terms and definition
4. Context of the organization L
5. Leadership

6. Planning
/. Support

8. Operation

9. Performance evaluation
10.Improvement

Lo
|
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ISO/IEC 27001:20132 £ i/~ M!S

ISO/IEC 27001:2005 ISO/IEC 27001:2013

>

I
v

/" v

//
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ISO/IEC 27002:2013#2 £ i/~ M!S
B Prepared by ISO/IEC JTC1/SC27

M Title - Information technology — Security techniques —
Code of practice for information security controls

M First edition published on the 2005-06-15
B Second edition published on the 2013-10-01

B Purpose of this International Standard — Designed for
organizations to use as a reference for selecting controls within the
process of implementing an Information Security Management
System (ISMS) based on ISO/IEC 27001 or as a guidance document
for organizations implementing commonly accepted information
security controls.
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ISO/IEC 27002:2013
PR AT

ISO/IEC 27002:2013

Information technology - Security techniques -- Code o
practice for information security controls

Zaneral Information Ravisions Coimiganda [ Amandments

Edition: 2 {Monalingual) IC5: 35.040

Stafus: & Published Stage: 60.60 (2013-08-25)
TCISC: ISQNEC JTC 1/5C 27 Humber of Pages: 30

INTERNATIONAL
STANDARD

ISO/IEC
27002

Secood editien
Z013=10:01

Information technology — Security
techniques — Code of practice for
information security controls

Tecknolagies de Minformotion — Tecknigues de séruritf — Code de
bonne probigue pour ke management de lo sécurité de [informatian

Raferenie momber
ES0/1EC ZTHIZ0IZ(E)

B SOMIED 1013
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ISO/IEC 27002:2013#2 £ i/~ M!S

B ISO/IEC 27001:2005 & & 4 #1118 f% #(clauses) ~
3918 »-#a (categories) ~ 13318 4% 4|4 56 (controls) -
37 PR B 38 2 A 1448 4% 2k (clauses) ~ 3518 5 %A
(categories) ~ 11415 & 4|3 56 (controls) 5 #E 2K 4%

2 (clauses)# & 3¢ hu » 18 5 F8 1 3 4] 35 5% A B 243
B o

B 37 iR &1 44 2k (clauses) AR 6L 4% &4 4 #8 (categories)
@1 3 4] 32 5%, (controls) » 24 & #21SO/IEC
27001:200589 Lt BB 4o )5 -
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ISO/IEC 27002:2013 (14 clauses)

ik AR o A GRS YE #1458 56
5 Information security policies % 34 28 & 1 2
6 Organization of information security & 24 % %1 4% 2 7
7 Human resource security A /) &R% 2 3 6
8 Asset management & # % 3% 3 10
9 Access control 7 Bk 4 14
shey& 10 | Cryptography & a4t 1 2
11 Physical and environmental security ‘g #% & 32352 2 2 15
ne;; 12 Operations security :# /% 2 7 14
%&1 3 | Communications security i@ 3% 2 2 7
14 | System acquisition, development and maintenance % #% & - 3 13
R &2 ]
{%;,?1 5 Supplier relationships 1 f& # B 14 2 5
16 Information security incident management % 2 & F & % 2 1 7
17 Information security aspects of business continuity management 2 4
BEFGERLZ T NE LR E
18 | Compliance i 7 2 8
© 35 11456 35




ISO/IEC 27002:2013 2200515 & & Lt #; c |

ISO/IEC 27002:2005 (11 clauses) ISO/IEC 27002:2013(14 clauses)
& 2R 4 F& & 2R 4 F&
5 Security Policy 24 ¥ R 5 Information security policies & 4 £ 3 &
6 Organization of Information Security & % 6 Organization of information security & 4
A48 8% A~ 48 B8R
Asset Management & # % 12

n Asset management & # % 12
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ISO/IEC 27002:2013 #2005/ ## 1  fic IS

ISO/IEC 27002:2005 (11 clauses) ISO/IEC 27002:2013(14 clauses)
TS 4 & 2R 4 F

12 | Information Systems Acquisition,
Development and Maintenance & 31 4 4 %%

o B Rk
13 | Information Security Incident Management
AMx e FUEHE

14 Business Continuity Management % i& 3 4& 14 | System acquisition development and
w58 maintenance % %8B - B R 43k

16 | Information security incident management#&
R EFHTE

17 | Information security aspects of business
continuity management & & ¥ 4& £ 312 2 &
EER |
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ISO/IEC 27002:2013 = new
&R P ey 2 | e
5 Information security policies & 3% & Bk
6 Organization of information security & 3% 2 4 4% 1
7 Human resource security A7) BR% 2
8 Asset management & # % 3%
9 Access control 77 B4% #1 2
10 | Cryptography % #% £
11 Physical and environmental security & #% & 33K 2
12 Operations security 3 1f % 2~ 1
13 Communications security & % 2
14 System acquisition, development and maintenance % %7 B ~ B 4
BB MR
15 Supplier relationships 4t f& % i 14 1
16 Information security incident management & % & F & % 32 2
17 Information security aspects of business continuity management 1
PEHBERZENELR T
18 Compliance & 7% &

12
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ISO/IEC 27001:20134% #
HEM T EEZ R
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6 Planning #3.2 C I

6.1 Actions to address risks and opportunities
AR 7 R B Fo 438 69 4T B

6.1.1 General

v'"When planning for the information security management system, the
organization shall consider the issues referred to in 4.1 and the
requirements referred to in 4.2 and determine the risks and
opportunities that need to be addressed

a) ensure the information security management system can

achieve its intended outcome(s);
b) prevent, or reduce, undesired effects; and
c) achieve continual improvement.
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6 Planning #3.2| C I

v'The organization shall plan:
d) actions to address these risks and opportunities; and
e) how to
1) integrate and implement the actions into its
information security management system processes;
and
2) evaluate the effectiveness of these actions.
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6 Planning #3.2| C IC

6.1.2 Information security risk assessment

v The organization shall define and apply an information
security risk assessment process that:
a) establishes and maintains information security risk criteria
that include:
1) the risk acceptance criteria; and
2) criteria for performing information security risk
assessments;
b) ensures that repeated information security risk
assessments produce consistent, valid and comparable
results;
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6 Planning #3.2 C I

c) identifies the information security risks:

1) apply the information security risk assessment process to
identify risks associated with the loss of confidentiality,
integrity and availability for information within the scope
of the information security management system; and

2) identify the risk owners;

d) analyses the information security risks:
1) assess the potential consequences that would result if
the risks identified in 6.1.2c¢) 1) were to materialize;
2) assess the realistic likelihood of the occurrence of the
risks identified in 6.1.2c¢) 1); and
3) determine the levels of risk;
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6 Planning #3.2| C I

e) evaluates the information security risks:
1) compare the results of risk analysis with the risk criteria

established in 6.1.2a); and
2) prioritize the analysed risks for risk treatment.

v' The organization shall retain documented information
about the information security risk assessment process.
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6 Planning #3.2 C IC

6.1.3 Information security risk treatment

v'The organization shall define and apply an information
security risk treatment process to:

a) select appropriate information security risk treatment
options, taking account of the risk assessment results;

b) determine all controls that are necessary to implement
the information security risk treatment option(s) chosen;

NOTE Organizations can design controls as required, or
identify them from any source.
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6 Planning #3.2 C IC

c) compare the controls determined in 6.1.3b) above with
those in Annex A and verify that no necessary controls
have been omitted;

NOTE 1: Annex A contains a comprehensive list of control
objectives and controls. Users of this
International Standard are directed to Annex A to
ensure that no necessary controls are overlooked

NOTE 2: Control objectives are implicitly included in the
controls chosen. The control objectives and
controls listed in Annex A are not exhaustive and
additional control objectives and controls may be
needed.
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6 Planning #3.2 C I

d) produce a Statement of Applicability that contains the necessary
controls (see 6.1.3 a), b) and c¢)) and justification for inclusions,
whether they are implemented or not, and the justification for
exclusions of controls from Annex A;

e) formulate an information security risk treatment plan; and

f) obtain risk owners’ approval of the information security risk
treatment plan and acceptance of the residual information security
risks.

v" The organization shall retain documented information about the
information security risk treatment process.
NOTE The information security risk assessment and
treatment process in this International Standard aligns

with the principles and generic guidelines provided in ISO
31000.
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8 Operation 1 % C I

8.1 Operational planning and control & ¥ 3, 2] ¥z 3% 4|

v'The organization shall plan, implement and control the
processes needed to meet information security requirements,
and to implement the actions determined in 6.1.

v'The organization shall also implement plans to achieve
information security objectives determined in 6.2.

v'The organization shall keep documented information to the
extent necessary to have confidence that the processes have
been carried out as planned.

v'The organization shall control planned changes and review
the consequences of unintended changes, taking action to
mitigate any adverse effects, as necessary.

v'The organization shall ensure that outsourced processes are
determined and controlled.
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8 Operation 1 % C I

8.2 Information security risk assessment & & 2 & %348
v'The organization shall perform information security risk
assessments at planned intervals or when significant changes
are proposed or occur, taking account of the criteria
established in 6.1.2 a).

v'The organization shall retain documented information of the
results of the information security risk assessments.

8.3 Information security risk treatment % 42 2 & % & 3F
v'The organization shall implement the information security
risk treatment plan.

v'The organization shall retain documented information of
the results of the information security risk treatment.
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- A.6.1.1 information security roles and
responsibilities T %2 A & 91 &54F

- A.7.2.2 Information security awareness,
education and training & & 2340 ~ #
&I
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- A.8.2.2 Labelling of information & 3f.&942
T~
- A.8.2.3 Handling of assets & # &9 &

- A.11.1.3 Securing offices, rooms and
facilities 1 2 /~% ~ J= 5] B 3XIE
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* A [h¥EH & (risk owners) : & F Kk
* R RE M —EF SN
* $} /& 21SO 27001:20134% 4] 4 7

- A.6.1.1 information security roles and
responsibilities T4 A & F/F

- A.6.2.1 Mobile device policy 17% % &
%

- A.7.2.2 Information security awareness,
education and training &R &L 2340 ~ #
&R
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- A.10.1.1 Policy on the use of cryptographic
controls {& Ml % 253 4 45 56 89 BUR
- A.11.2.5 Removal of assets & # &4 3£ &

- A.11.2.6 Security of equipment and assets
off- premises 3G A7 sh LB E & By R 52
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- A.7.2.2 Information security awareness,
education and training &R &Z 2340 ~ #
&R

- A.10.1.1 Policy on the use of
cryptographic controls {1 F %5 2% 3% #| 32 5%
B R

© TCIC Global Certification LTD. * Class: Controlled, {£4% # # K2 W 3RE A Slide 61



R AI3-5#7 Tl

- A.13.2.2 Agreements on Information transfer
B AR 3R
- A.13.2.3 Electronic messaging & 1%
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- A.6.1.5 Information security in project
management 2 £ £ F ML 4L
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- A.7.2.2 Information security awareness,
education and training B4 334 - #HF A
Bl 4

- A.14.2.8 System security testing
% 22
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- A.7.2.2 Information security awareness,
education and training & 234 ~ HF A
Bk

- A.8.1.3 Acceptable use of assets & & = 7] 4%
2 e1E R
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- A.12.2.1 Controls against malware
HiL2 S RBEIEFHEE

- A.12.6.1 Management of technical
vulnerabilities %47 i 35 1% & 32

- A.12.6.2 Restrictions on software installation
FR ] 2R AE 22 R

- A.18.2.2 Compliance with security policies and
standards 42 & B 5k Y14 £ 09 B A
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185 % 7 % %,(PIMS)

27000 (Concept, terms definition) ] Part 1 : requirement
27001 (Requirements) e | Part2: Code of practice for
i security controls
27002 (Code of practice for |~ | part 3: Code of practice for data
security controls) i protection controls
27007 (Guidelines for information _ .
security management systems |_—" Part 4: Audit guideline
auditing)

multiple standards

vISO/IEC 27xxx Requirements for personal information management system

vISO/IEC 27xxx Code of practice for security controls for personal information management
vISO/IEC 29xxx Code of practice of data protection controls for the personal information management
vISO/IEC 27xxx Auditing guidelines for the personal information management

BR2EA

vISO/IEC JTC 1/SC 2719WG1EEWG5

v'Heung Youl Youm (2011) Personal information management system in Korea (Presentation),
RAISE 2011 in Seoul, 2011-11-24 -
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The relationships between 1ISO27799 and ISO27001/ISO27002
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Any questions ?

Thank you - Merci

For further information or enquiries, please contact :
Ms. Angel Hsu #f % 4=, Service Coordinator
Email: angel@mail.tcicgroup.com , TEL: 02-27260262 Ext.121, FAX: 02-27260663
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